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Suggested code compliance report template and guidance for providers of social media services 
Phase 1 Codes for class 1A and class 1B material
Introduction
Industry codes and standards are a key part of Australia’s online safety regulatory framework. Background information about the Phase 1 Codes which are in effect for six sections of the online industry, including social media services, can be found on the Background to the Phase 1 Codes page on the eSafety website.
Providers of social media services (social media services) are required to report to eSafety on their compliance with Phase 1 Codes either annually or on request by eSafety, depending on their risk profile.
Tier 1 social media services must submit code compliance reports annually under minimum compliance measure (MCM) 32 in accordance with the reporting schedule set out in the Phase 1 Codes Regulatory Guidance. This requirement will not be enforced for Tier 1 social media services that are required to comply with the Relevant Electronic Services Standard from 22 December 2024 (see pages 5-6).
Tier 2 social media services must submit compliance reports on request by eSafety under MCM 33 and within two months of receiving a request.
Tier 3 social media services are not required to submit compliance reports either annually or on request. 
Information about risk tiers and risk assessments can be found in the Head Terms of the Phase 1 Codes and Schedule 1 – Social Media Services Online Safety Code (Class 1A and Class 1B Material). Further guidance can be found in the Phase 1 Codes Regulatory Guidance.
Using this suggested code compliance report template and guidance
This code compliance report template provides an optional reporting format and additional guidance to assist providers in completing their code compliance reports. 
While service providers are not required to report to eSafety in a particular format, eSafety highly encourages using this code compliance report template. This will help ensure that service providers meet their reporting obligations under the Social Media Services Code and Head Terms. It will also best support service providers to provide the information eSafety requires to assess compliance and reduce the need for eSafety to seek clarifying information.
Where a service provider must submit a code compliance report to eSafety for multiple online activities, the service provider may choose to submit a consolidated code compliance report covering all applicable services. This optional code compliance report is designed to be used for reporting on one online service at a time.
The Social Media Services Code and Head Terms should be referred to while using this template for the full text of MCMs and guidance notes. These can be found on the register of industry codes and standards. 
This template and guidance do not override any of the requirements in the Phase 1 Codes and Standards, Online Safety Act 2021 (Cth) (the Act), or other laws and regulations. 
Further regulatory guidance from eSafety can be found in the Phase 1 Codes Regulatory Guidance.  
Requirements for Social Media Services Code compliance reports
At a minimum, a code compliance report in relation to a Tier 1 social media service must contain the following information in accordance with MCM 32:
Details of any risk assessment the service provider is required to undertake, together with information about the risk assessment methodology adopted.
The steps that the service provider has taken to comply with the applicable minimum compliance measures.
The volume of child sexual exploitation material (CSEM) or pro-terror material removed by the provider of the social media service.
An explanation as to why these measures are appropriate.
At a minimum, a code compliance report in relation to a Tier 2 social media service must contain the following information in accordance with MCM 33:
Details of any risk assessment the service provider is required to undertake, together with information about the risk assessment methodology adopted.
The steps that the service provider has taken to comply with their applicable minimum compliance measures.
An explanation as to why these measures are appropriate.
If a code compliance report is not provided to eSafety as required, or the report suggests non-compliance with the applicable Phase 1 Code or does not provide sufficient detail, eSafety may commence a compliance assessment and/or an investigation. Where the eSafety Commissioner is satisfied that a service provider has contravened, or is contravening, an applicable code they may issue the service provider with a written direction to comply with that code. More information about eSafety’s approach to enforcement and investigative powers can be found on our website in our Compliance and Enforcement Policy.
Information already available or reported to eSafety  
Service providers can refer to information provided under existing voluntary reporting, or another reporting requirement under the Act. This may include publicly available information. The purpose of this is to reduce the regulatory burden on service providers and potential duplication.
Where the information is already available or has been reported to eSafety, service providers should clearly refer eSafety to the information in code compliance reports and explain why further provision of information is not required.  
Information provided in response to Basic Online Safety Expectations notices may be relevant for demonstrating compliance with MCMs under the applicable Phase 1 Code. However, compliance with each compliance measure in the code will be assessed on its own merit. Further information about the interaction between the Basic Online Safety Expectations and Phase 1 Codes can be found in the Phase 1 Codes Regulatory Guidance and the Basic Online Safety Expectations Regulatory Guidance.
Confidentiality of information in code compliance reports
Generally, eSafety does not intend to publish code compliance reports provided by service providers. This does not however limit the eSafety Commissioner’s ability to exercise their functions under the Act. The Head Terms outline that if a service provider identifies material in a code compliance report as confidential information, eSafety must maintain such material in confidence.
eSafety considers that confidential information includes, but is not limited to: 
information that is commercial-in-confidence (including trade secrets)
other business information that would be unreasonable to publish
information that could affect law enforcement and public safety
personally identifiable information. 
However, there may be circumstances in which the Act, or another Australian law, requires or authorises eSafety to disclose this material.
The key purpose of the code compliance reports required under the Phase 1 Codes is to assist eSafety to determine compliance with the applicable Phase 1 Code and identify whether investigation and/or enforcement is appropriate and necessary. eSafety does not intend to publish code compliance reports as a matter of course. However, the information provided in a code compliance report may be relevant to the exercise of statutory powers and functions by eSafety. For example, eSafety may use the information in deciding whether to commence an investigation into a complaint about class 1 material, or to determine the subject matter or recipient of a notice given in connection to the Basic Online Safety Expectations. The Act also enables eSafety to disclose summaries of de-identified information and statistics derived from de-identified information. In these cases, information provided as part of a compliance report may be publicly communicated. 
eSafety can also be required to produce material in certain circumstances including: 
in response to a request under the Freedom of Information Act 1982 (Cth), although certain exemptions may apply 
at a court’s direction or in performance of its duties in court proceedings
in response to a Minister, house of parliament or another government agency’s power to obtain information.
Submitting code compliance reports to eSafety
Attachments necessary for understanding code compliance reports may be submitted alongside a code compliance report.
Code compliance reports together with any attachments should be submitted through eSafety’s industry codes and standards compliance portal. Service providers should request a link to the compliance portal by email to: codes@eSafety.gov.au.
What assistance eSafety can provide to service providers
eSafety can provide general guidance to service providers but cannot provide legal advice. Service providers are encouraged to seek their own legal advice. Further information about what eSafety can and cannot help service providers with can be found in Phase 1 Codes Regulatory Guidance.
A service provider should contact eSafety if they have concerns about meeting any of the MCMs, including the relevant timeframe for a code compliance report or where it encounters difficulties of (dis)aggregation of data.
Questions or requests for guidance can be sent through eSafety’s industry codes and standards compliance portal. For a link to the compliance portal, service providers should contact eSafety at codes@eSafety.gov.au.
Service providers may also wish to contact the industry associations that developed the Phase 1 Codes at hello@onlinesafety.org.au.
Where a service is both a social media service and relevant electronic service
Phase 1 Standards commence on 22 December 2024. From this commencement date, some services previously regulated under the Social Media Services Code will be regulated under the Relevant Electronic Services Standard. To reduce the compliance burden, eSafety will not enforce requirements on Tier 1 Social media services to submit annual code compliance reports for the first year of industry codes operation, where those services are required to comply with the Relevant Electronic Services Standard from 22 December 2024. Tier 1 social media services may choose to submit a compliance report, including in this suggested template, which eSafety will take into consideration in the future when determining whether to request or require information from relevant electronic services, including compliance reports. eSafety notes that compliance with the Social Media Services Code is highly relevant to compliance with the Relevant Electronic Services Standard. 
eSafety’s Phase 1 Codes Regulatory Guidance and Phase 1 Standards Regulatory Guidance provide further guidance on identifying whether a service is required to comply with the Relevant Electronic Service Standard from its commencement. These documents are available on the eSafety website.



Suggested code compliance report template: Tier 1 and Tier 2 social media services 
Phase 1 Codes for class 1A and class 1B material
General information
	Category of information

	Provider response

	Name of service provider

	Click or tap here to enter text.



	Name of service(s) if different

	Click or tap here to enter text.



	Contact information – name, position, email 

	Click or tap here to enter text.



	Reporting period* 

	Click or tap here to enter text.



	Date of code compliance report

	Click or tap here to enter text.




*Information on reporting periods can be found in Phase 1 Industry Codes Regulatory Guidance.
Risk assessment and categorisation 
Code compliance reports for Tier 1 social media services and Tier 2 social media services are required to include details of any risk assessment required to be undertaken, together with information about the risk assessment methodology adopted.
Social media services are required to undertake a risk assessment unless they have automatically assigned themselves as the highest risk tier (Tier 1) and notified eSafety on or before the commencement date of the code. Services deemed to be of the lowest risk tier (Tier 3) are not required to carry out risk assessments. 
Where required, service providers must conduct their initial risk assessment as soon as practical following the commencement of the relevant industry code. eSafety may request further information about the risk assessment carried out in relation to a service and its risk categorisation during monitoring and assessing compliance as the need arises. eSafety may request information on risk categorisation informally or use its formal investigation powers.
1. Has the service been automatically assigned to the highest risk tier (Tier 1) in accordance with clause 5(2)(a) of the Head Terms and clauses 4-5 of the Phase 1 Online Safety Code for social media services? 
Response
YES ☐
NO ☐
2. If yes to question 1, was eSafety notified of the service’s automatic assignment to Tier 1?
Response
YES ☐
If yes, please specify date of notification:
Click or tap here to enter text.

NO ☐
If no, please explain why:
Click or tap here to enter text.
3. If the service is not automatically assigned to Tier 1, please provide its risk categorisation according to a recently conducted risk assessment.
Response
Tier 1 ☐  
Tier 2 ☐ 


4. If the service is not automatically assigned to Tier 1, was a risk assessment carried out as soon as reasonably practical from the time the provider was required to do so? 
Response
YES ☐
If yes, please specify the date of the completed risk assessment and why the assessment was considered to be carried out as soon as reasonably practical:
Click or tap here to enter text.

NO ☐
If no, please provide reasons for delay:
Click or tap here to enter text.
5. Did the service’s risk tier change during the reporting period? 
Response
YES ☐
NO ☐
Please provide reasons and dates for any change(s) to risk tier during the reporting period. For example, because of a change in functionality or a new feature.
Click or tap here to enter text.


6. Provide information about the risk assessment methodology that was used to categorise the service into the appropriate risk tier.
Response
Methodology in Phase 1 Social Media Services Code (clause 5) ☐
Other methodology ☐
If an adjusted or alternative methodology was used, please describe:
Click or tap here to enter text.
Note: An adjusted or alternative risk assessment methodology may be used – using the table in clause 5(d) as a guide – provided that the provider can reasonably demonstrate to eSafety that the provider's risk assessment methodology is based on reasonable criteria which must, at a minimum, include the functionality, purpose and scale of the social media service and any other criteria that are reasonably relevant for the purpose of determining the risk profile of the social media service.
7. Provide the service’s risk assessment in the following table. 
Guidance:
When completing this table, refer to full risk assessment methodology guide in clause 5(d) of the Social Media Services Code. See also clause 5.2 of the Head Terms.
If a different methodology was used, please attach the completed risk assessment together with details about the service and an explanation of the outcome.

	Risk Factor
	Provide the following information

	Functionality

(Provision of an integrated chat or messaging service, with livestreaming) 
	Does your service provide Australian end-users with an integrated chat or messaging service that enables end-users to interact via live video streaming? 
	YES ☐
NO ☐




	
	Which Tier do you assess as for this risk factor? 
	Tier 1 ☐
Tier 2 ☐
Tier 3 ☐

	
	Provide details
	Click or tap here to enter text.
	Primary purpose
	Is general social interaction the primary purpose of your service? (i.e. The service’s primary purpose is not designed for social interaction in a specific context for a specific purpose). 
	YES ☐
NO ☐


	
	Which Tier do you assess as for this risk factor? 
	Tier 1 ☐
Tier 2 ☐
Tier 3 ☐

	
	Provide details
	Click or tap here to enter text.
	Number of Australian end-users that are monthly active account holders
	Is the number of end-users in Australia that are monthly active account holders on your service over 3 million?  
	YES ☐
NO ☐


	
	Which Tier do you assess as for this risk factor?
	Tier 1 ☐
Tier 2 ☐
Tier 3 ☐

	
	Provide details
	Click or tap here to enter text.
	Total number of end-users that are monthly active account holders globally 
	Is the total number of end-users that are monthly active account holders globally over 30 million? 
	YES ☐
NO ☐


	
	Which Tier do you assess as for this risk factor?
	Tier 1 ☐
Tier 2 ☐
Tier 3 ☐

	
	Provide details
	Click or tap here to enter text.
	Format of materials
	Does your service enable sharing in all types of formats (for example, text, audio, images, video and live video streaming whether or not end-users may interact via the live stream)? 
	YES ☐
NO ☐


	
	Which Tier do you assess as for this risk factor?
	Tier 1 ☐
Tier 2 ☐
Tier 3 ☐

	
	Provide details
	Click or tap here to enter text.
	Discoverability 
	Does your service enable end-users in Australia to do all of the following:
(a) create a list of other end-users with whom an individual shares a connection within the system; or
(b) view and navigate to a list of other end-users’ individual connections; or
(c) construct a public or semi-public profile with a bounded system created by the service. 
	YES ☐
NO ☐


	
	Which Tier do you assess as for this risk factor?
	Tier 1 ☐
Tier 2 ☐
Tier 3 ☐

	
	Provide details
	Click or tap here to enter text.
	Summary/any other information

	Please provide a summary of the service’s risk tier and any other information.
Click or tap here to enter text.





Minimum Compliance Measures
Please provide your report against applicable minimum compliance measures. 
Outcome 1: Service providers take reasonable and proactive steps to prevent access or exposure to, distribution of, and online storage of class 1A material
MCM 1: Notifying appropriate entities about class 1A material on their services (where there is evidence of serious and immediate threat to the life or physical health or safety of an adult or child in Australia)
Guidance on information to include:
Name the ‘appropriate entities’ to which CSEM and/or pro terror materials were reported and describe why these were appropriate. 
Provide the proportion[footnoteRef:2] of reports of CSEM to appropriate authorities that were made within 24 hours, where there was a good faith belief that the CSEM material was evidence of serious and immediate threat to the life or physical health or safety of an adult or child in Australia, [2:  All references to ‘proportion’ in this template mean either a percentage or, for example in this case, the number of reports of CSEM to appropriate authorities made within 24 hours where there was a serious and immediate threat to life, physical health or safety, relative to the total number of reports to appropriate authorities in these situations made within any time period. ] 

Provide the proportion of reports of pro-terror materials to appropriate authorities that were made within 24 hours, where there was a good faith belief that the pro-terror material was evidence of serious and immediate threat to the life or physical health or safety of an adult or child in Australia,
For those reports of CSEM and pro-terror that were made to appropriate authorities and that took longer than 24 hours, provide reasons that explain how these reports were made as soon as reasonably practicable.
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.

MCM 2: Systems, processes and technologies for enforcement of policies prohibiting class 1A material
Guidance on information to include:
Provide the information contained within standard operating procedures that specifies the:
· responsibilities of personnel in reviewing and responding to reports of class 1A materials by end-users in Australia.
· standard internal channels for personnel in escalating, prioritising and assessing reports of class 1A material by end-users in Australia.
· operational guidance given to personnel in relation to steps that should be taken when the service receives reports of class 1A materials by end-users in Australia. This should include steps that must be taken concerning the removal of class 1A materials in accordance with MCM 3 including specified timeframes, rapid response requirements for reports of CSEM or pro-terror materials or where the physical safety of an end-user in Australia is in immediate danger.
Specify and describe the technologies and systems implemented to support standard operating procedures and enforcement actions. 
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances. 
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 3: Enforcement measures against account holders that breach policies prohibiting class 1A materials and age restrictions concerning the use of social media services by children
Guidance on information to include:
The proportion of enforcement actions required by MCM 3(a) that did not occur within 24 hours, broken down by the measures required. 
The median time to take enforcement actions required by MCM 3, broken down by the measures required (for example, for MCM 3(a), the median time should be calculated from the time that CSEM or pro-terror materials are identified to be accessible or distributed by an end-user in Australia, to the time that material was removed)
For enforcement actions required by MCM 3(a) that took longer than 24 hours, provide reasons that explain how these actions were taken as soon as reasonably practicable.
Describe the steps taken and conditions to be satisfied, according to documented policies and/or procedures, by the service to prevent an end-user from creating a new account on the service where that end-user previously distributed CSEM or pro-terror material to end-users in Australia with the intention to cause harm.
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 4: Trust and safety function
Guidance on information to include:
Provide the number of trust and safety personnel, broken down by content moderators, trust and safety staff, and safety engineers. Where applicable, break down personnel numbers by contractors and service employees.
Describe how this number provides a ‘reasonably adequate’ level of resource to oversee the safety of the service. 
How often does the trust and safety function report to the service’s senior management on online safety issues?
Describe the level of oversight and accountability by senior management for escalating online safety issues.
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.


MCM 5: Safety by design assessment
Guidance on information to include:
Specify whether the service implemented a significant new feature resulting in the requirement to (re)assess its risk profile under the Social Media Services Code. If so, name the significant new feature(s) and the date of implementation (either in Australia or globally). 
Specify any systems, processes or procedures concerning class 1A materials which were updated because of the significant new feature.
Specify what tools or guidance were used to assess the safety risks associated with the significant new feature.
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Responses to MCM 5 will count as a response to MCM 13: Safety by design assessments for class 1B material (Outcome 2).
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 6: Safety by design features and settings for class 1A materials (including for children)
Guidance on information to include:
Specify reasonable steps taken and/or tools used to ensure that non-registered account holders cannot post or distribute material on the service.  
Specify the minimum age of an end-user in Australia that is permitted to hold an account on the service, and provide an active link (or screenshot with location details) to this information in terms and conditions, community standards, and/or acceptable use policies. 
Specify reasonable steps taken and/or tools used to identify and remove Australian children that are known to be under the minimum age permitted on the service after the point of registration.  
Specify the default and opt-in features that prevent account-holders from unwanted contact from other end-users.
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.

Response
Click or tap here to enter text, or attach response as a separate document.
MCM 7 (Tier 1 only): Additional safety by design features and settings for Tier 1 social media services that permit a young Australian child to hold an account on the service
Guidance:
For any service that permits a young Australian child[footnoteRef:3] to hold an account on that service, provide the following information: [3:  Young Australian child means an Australian end-user under the age of 16 years: Schedule 1 – Social Media Services Online Safety Code (Class 1A and Class 1B Material), cl 3.4.] 

Specify the default settings applied to young Australian child accounts that prevent unwanted contact from unknown end-users. 
Specify the default settings applied to young Australian child accounts that prevent location sharing. 
Describe all tools and functionality that can help safeguard the safety of a young Australian child using the service including other child account default and opt-in and/or opt-out settings, and parental controls.
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.


MCM 8 (Tier 1 only): Use of systems, processes and technologies by Tier 1 social media services to detect and remove known child sexual abuse material (CSAM)
Guidance on information to include:

Specify the systems, processes and/or technologies used to detect, flag and/or remove known CSAM.[footnoteRef:4] This should include names of the systems, processes and/or technologies used and a description of how they are used (for example, which hash matching databases are used, how often the service refreshes its hash list and safeguards against low quality hashes or false positive results).  [4:  ‘Known CSAM’ means material consisting of images (either still images or video images) that has been verified as child sexual abuse material and has been recorded on a database managed by a recognised child protection organisation that: (i) is designed to facilitate the identification of CSAM online; and (ii) which an service provider is permitted to use for the purpose of utilising technological means to proactively detect such material on its service. Note: ‘Recognised child protection organisation’ refers to private organisations (including not-for-profit organisations) legitimately operating to combat child exploitation and abuse, and recognised as expert or authoritative in that context. Notable examples include the National Centre for Missing and Exploited Children and the Internet Watch Foundation: Consolidated Industry Codes of Practice for the Online Industry (Class 1A and Class 1B Material) Head Terms, cl 2.1 (definition of 'known CSAM').] 

Specify how end-users are prevented from distributing known CSAM.
Specify the systems, processes and/or technologies used to identify phrases or words commonly linked to CSAM and linked activity to enable the provider to detect and reduce the incidence of such material and linked activity. This should include names of the systems, processes and/or technologies used and a description of how they are used.
Explain why the systems, processes and/or technologies chosen for use are considered most appropriate or best practice for detecting and removing known CSAM, including specifying whether these interventions are only used on part of the service and, if so, why this is appropriate.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 9 (Tier 1 only): Use of systems, processes and/or technologies to detect and remove certain types of pro-terror material
Guidance on information to include:
Specify the systems, processes and/or technologies used to: 
· detect, flag and/or remove known pro-terror material such as text, videos and images. This should include names of the systems, processes and/or technologies used and a description of how they are used. 
· limit end-users’ ability to post pro-terror material such as text, video and images on the service.
Explain why the systems, processes and/or technologies chosen for use are considered most appropriate or best practice for detecting, removing and limiting end-users' ability to post known pro-terror material[footnoteRef:5], including specifying whether these interventions are only used on part of the service and, if so, why this is appropriate.  [5:  ‘Known pro-terror material’ means class 1A material that has been verified as pro-terror material and may include material that can be detected via hashes, text signals, searches of key words terms or URLs and/or behavioural signals and/or patterns which signal or are associated with online materials produced by terrorist entities on the United Nations Security Council’s Consolidated Sanctions List. Note: Material may for example, be verified as a result of an opinion of the Classification Board published by eSafety on its website or by using tools provided by independent organisations that are recognised as having expertise in counter-terrorism such as Tech against Terrorism and the Global Internet Forum to Counter Terrorism: Consolidated Industry Codes of Practice for the Online Industry (Class 1A and Class 1B Material) Head Terms, cl 2.1 (definition of 'known pro-terror material').] 

Response
Click or tap here to enter text, or attach response as a separate document.
MCM 10 (Tier 1 only): Actions to be taken by Tier 1 social media services to disrupt and deter CSAM and pro-terror materials
Guidance on information to include:
This measure applies to both known materials (known pro-terror material and known CSAM) and also first generation CSAM and pro-terror materials (previously unknown material).
Specify the appropriate techniques used to enable the identification and monitoring of:
· the nature of the threat posed by CSAM and pro-terror material. 
· the areas of highest foreseeable risk of CSAM and pro-terror material on the service.
Specify the systems, processes and or/technologies used to detect and remove known and first generation CSAM and pro-terror material from the service (for example, artificial intelligence and machine learning techniques, to detect and remove). This should include names of the systems, processes and/or technologies used, a description of how they are used, and an explanation on why they are appropriate techniques for addressing the risks on the service, including specifying whether these interventions are only used on part of the service and, if so, why this is appropriate.
Specify all investments made to systems, processes and/or technologies that aim to detect, disrupt and/or deter end-users from using the service to create, post or disseminate CSAM and pro-terror materials (for example, research and development and/or testing of novel technological solutions; investment in the development of tools; providing financial or technical support to expert non-governmental organisations (NGOs) or otherwise contributing to relevant NGO programs; or making technological solutions free of charge or open-source).
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.


Outcome 2: Service providers take reasonable and proactive steps to prevent or limit access or exposure to, and distribution of class 1B material
MCM 11: Systems, processes and technologies for enforcement of policies
Guidance on information to include:
Specify the systems, processes and technologies used to take appropriate enforcement action against end-users known to have breached policies concerning class 1B materials. This should include names of the systems, processes and/or technologies used and a description of how they are used.  
Specify the standard operating procedures, operational guidance and/or other documented processes in place to: 
· triage, escalate and prioritise reports of class 1B material made by an end-user in Australia
· remove class 1B materials that have breached policies.
Describe the steps in documented procedures that apply to personnel for detecting and responding to breaches of policies prohibiting class 1B material, including rapid response requirements where the physical safety of an Australian end-user is in immediate danger. 
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 12: Enforcement actions to be taken against account holders that breach policies prohibiting class 1B materials
Guidance on information to include:
Specify the enforcement actions available against end-users who breach terms and conditions, community standards, and/or acceptable use policies prohibiting class 1B material. 
Specify the enforcement actions available against end-users for less serious violations of terms and conditions, community standards, and/or acceptable use policies concerning class 1B material (for example, strikes, penalties, restrictions or suspensions).
Specify the total number of class 1B removals per sub-class that were actioned during the reporting period and the median time taken to remove the materials from the point of identification. 
Describe how the median time taken to remove class 1B material was as soon as reasonably practicable. 
Specify the documented policy for terminating account holders for repeat breaches of terms of service including the conditions that should be satisfied before an account is removed.
Specify the number of end-user accounts that were terminated during the reporting period for repeatedly breaching terms and conditions, community standards, and/or acceptable use policies prohibiting class 1B material.
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 13: Safety by design assessments
Not applicable. See MCM 5. 
MCM 14 (Tier 1 only): Ongoing investment in tools and personnel by Tier 1 social media services
Guidance on information to include:
Specify and describe the ongoing investments in tools and personnel during the reporting period that support the capacity of the provider to detect and take enforcement action under the Code concerning class 1B material.
Provide reasons why the ongoing investments in tools and personnel during the reporting period are appropriate and proportional to the incidence and volume of class 1B material on the service. 
Response
Click or tap here to enter text, or attach response as a separate document.

Outcome 4: Service providers take reasonable and proactive steps to limit hosting of class 1A and 1B material in Australia[footnoteRef:6] [6:  Note: there is no Outcome 3. ] 

Not applicable.
Outcome 5: Service providers consult, cooperate and collaborate with other service providers in respect of the removal, disruption and/or restriction of class 1A and class 1B material
MCM 15 (Tier 1 only): Forum
Guidance on information to include:
Specify the name, date, location (in person or online), duration and organiser of the annual forum that the provider took part in during the reporting period. 
Specify the name(s) and position(s) of the service’s personnel that participated. 
List and describe sessions attended or chaired in the forum programme that covered:
· Discussion and evaluation of the effectiveness of measures implemented under the Social Media Services Code.
· Best practice in implementing the Social Media Services Code.
· General online safety issues.
A copy of the programme, agenda or other item describing sessions or topics may be marked and provided as an attachment. 
Describe any practical outcomes following forum attendance, if any (for example, implementation of a tool or process).
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.



MCM 16 (Tier 1 only): Contribution to expert groups that tackle CSEM and pro-terror material
Guidance on information to include:
Specify procedures for collaborating and sharing information about best practice for combatting CSEM and pro-terror material with the following categories of local and global stakeholders: 
· eSafety
· Law enforcement
· NGOs
· Cross-industry organisations that facilitate the secure sharing of information to detect and remove CSEM and pro-terror material.
Specify which organisations the service is a member of or contributes to. For example, the EU Internet Forum and the Global Internet Forum to Counter Terrorism (for pro-terror material), and the Technology Coalition; the International Centre for Missing and Exploited Children; and WePROTECT Global Alliance (for CSEM).
Describe the collaboration or information shared with each stakeholder/organisation and outcomes. 
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
Optional Compliance Measure 17: Working with researchers and academics
Guidance on information to include:
Specify instances of working with researchers and academics during the reporting period for good faith research into the prevalence, impact and appropriate responses to class 1A and 1B material on social media services. For example, by providing support such as funding, resources, expertise and/or access to data. 
Describe any outcomes and/or outputs from working with researchers and academics (for example, research papers or reports, conference presentations, adoption of technological solutions).
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.

Response
Click or tap here to enter text, or attach response as a separate document.


Outcome 6: Service providers communicate and cooperate with eSafety in respect of matters relating to class 1A and class 1B material, including complaints
MCM 18 (Tier 1 only): Timely referral of unresolved complaints to eSafety
Guidance on information to include:
Specify the total number of unresolved complaints from the public about non-compliance with the Social Media Services Code that were referred to eSafety during the reporting period. An unresolved complaint refers to when an ultimate response to a given complaint is not to the satisfaction of the complainant and the complaint cannot reasonably be progressed any further between provider and complainant. 
Specify the total number of resolved complaints from the public and median timeframe to resolve a complaint about non-compliance with the Social Media Services Code during the reporting period. 
Explain how the referral of unresolved complaints was completed within a reasonable time frame. 
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 19 (Tier 1 only): Updates and consultation with eSafety about relevant changes to technology
Guidance on information to include:
Specify the dates and notifications made to eSafety regarding significant changes to the functionality of the service that were likely to have a material positive or negative effect on the access or exposure to, distribution of, and online storage of class 1A or class 1B materials by Australian end-users. Generally, eSafety considers that it would be good practice for service providers to notify eSafety within two weeks of a new feature or functionality change (although eSafety recognises that the MCM allows for later notification). 
Alternatively, list, date and describe significant changes to functionality during the reporting period that had a material positive or negative effect on the access or exposure to, distribution of, and online storage of class 1A or class 1B materials by Australian end-users. If a reasonable period of time has not passed between the implementation of a new feature and the due date for this code compliance report, it may be appropriate for a service provider to provide an update through a code compliance report given to eSafety rather than through a separate notification. Service providers are not required to disclose confidential information to eSafety.
Response
Click or tap here to enter text, or attach response as a separate document.


Outcome 7: Service providers provide tools and/or information to limit access and exposure to class 1A and class 1B material
MCM 20: Provision of information to parents and carers and young Australian children
Guidance on information to include:
Specify, describe and provide an active link (or screenshot and location information if a link is not possible) to information available:
· for parents and carers that sets out how to manage the child’s access and exposure to class 1A and class 1B material, including the safety risks that children may be exposed to on the service and parental control settings available. 
· that explains the safety tools and settings on the service in a manner that is easily understood by users of all ages permitted on the service.
Specify any steps taken to ensure the information is conveyed in simple, plain, and straightforward language (for example, plain language editing, end-user feedback).
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 21: Information for Australian end-users about the role and functions of eSafety, including how to make a complaint to eSafety 
Guidance on information to include:
Specify, describe and provide an active link (or screenshot with location details if a link is not possible) to information that is accessible to end-users in Australia which explains the role and functions of eSafety, including how to make a complaint to eSafety.
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 22 (Tier 1 only): Location on Tier 1 social media service that is dedicated to providing online safety information on Tier 1 social media services
Guidance on information to include:
Describe and link to the location on the service that is dedicated to providing online safety information accessible by end-users in Australia (or provide a screenshot and location details if a link is not possible). 
Does the required online safety information in a dedicated location include: 
· the information required under MCMs 20-21, 23-25? If not, please explain why. 
· information about how end-users in Australia can contact third party services that may provide counselling and support? If not, please explain why. 
Specify how end-users in Australia are informed about the availability of online safety information on the service. For example, interstitial mechanisms such as account notifications, on-platform advertising campaigns or pop-up notices when material is being posted or viewed by end-users in Australia. 
Specify any contributions during the reporting period to any off-platform campaigns targeted at the general public, end-users in Australia or specific sections of the community such as teachers, parents and carers, older users or vulnerable groups. 
Specify any contributions during the reporting period to off-platform campaigns through providing, for example, financial assistance, advertising collateral, expert advisers, or other support services.
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.


Outcome 8: Service providers provide clear and effective reporting and complaints mechanisms for class 1A and class 1B material
MCM 23: Reporting and complaints mechanisms for class 1A and class 1B material
Guidance on information to include:
Specify and link to (or provide a screenshot and location details of) the tools and instructions which enable end-users in Australia to report, flag and/or make a complaint about class 1A and class 1B material accessible on the service.
Explain how such reporting, flagging and/or complaint mechanisms are easily accessible and easy to use, including any ways accessibility is assessed and evaluated (for example, click-through and drop-off rates, or end-user testing or feedback). 
Provide the information that gives an overview of the reporting process to the user.
Explain whether there are any circumstances in which the identity of the reporter or details of the report would be disclosed to the reported end-user or account holder without the reporter’s express consent.
Specify any steps taken to ensure the information is conveyed in simple, plain, and straightforward language (for example, plain language editing, end-user feedback).
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 24: Complaints about handling of reports and/or compliance with Code 
Guidance on information to include:
Specify and link to (or provide a screenshot with location details of) the tools which enable end-users in Australia to make a complaint about:
· the provider’s handling of reports about class 1A or class 1B material that is accessible on the service
· any other aspect of the provider’s compliance with the Social Media Services Code.
Describe steps taken and design choices made to ensure the tools available are easily accessible and simple to use
Specify any steps taken to ensure the relevant information and instructions are conveyed in simple, plain, and straightforward language (for example, plain language editing, end-user feedback). 
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 25 (Tier 1 only): On-platform reporting tools for Tier 1 social media services
Guidance on information to include:
Describe how the tools required under MCM 23 are available and accessible on-platform and integrated within the functionality of the social media service, including any ways accessibility and availability are assessed and evaluated (for example, click-through and drop-off rates, or end-user testing or feedback).
Link to or otherwise provide evidence of the above (for example, screen capture). 
Response
Click or tap here to enter text, or attach response as a separate document.


Outcome 9: Service providers effectively respond to reports and complaints about class 1A and class 1B material
MCMs 26: Appropriate steps for responding to Australian end-users regarding actions taken on reports and complaints
Guidance on information to include:
Provide the total number of reports and complaints received from end-users in Australia within the current reporting period for: 
· reports of class 1A material
· reports of class 1B material 
· complaints about the handling of reports
· complaints about compliance issues with the code
Specify the median time from an end-user in Australia submitting a report or complaint for each of the above categories to inform the reporter or complainant of the outcome of the report or complaint. Explain how this timeframe was ‘reasonably timely’.
Specify and link to (or provide a screenshot with location details of) information made available to end-users in Australia about indicative timeframes for responding to reports.
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 27: Policies and procedures for responding to Australian end-users’ reports
Guidance on information to include:
Specify and describe internal documented policies and procedures that set out timeframes for responding to reports and complaints made by end-users in Australia under MCM 26. 
Describe how internal targets for response times are monitored, triaged and escalated, including for reports that point to an immediate risk to the physical safety of an end-user in Australia. For example, technological solutions, resources for human review. 
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 28: Training for personnel responding to reports
Guidance on information to include:
Describe the training provided to personnel involved in responding to reports about class 1A material and class 1B material according to the service’s documented policies and procedures for dealing with reports. 
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 29: Reviews of compliance of personnel with systems and processes
Guidance on information to include:
Summarise the results of the service’s annual review (or more regular review) of the effectiveness of its reporting systems and processes to ensure reports are assessed and material removed or otherwise actioned (if necessary) within reasonably expeditious timeframes, based on the level of harm the material poses to end-users in Australia.
Please describe any changes or improvements made as a result of the above annual review, or that are planned to be made in the near future. 
Provide any further details which help to explain why the steps taken to comply with this MCM are appropriate in the context and circumstances.
Response
Click or tap here to enter text, or attach response as a separate document.


Outcome 10: Service providers provide clear and accessible information about class 1A and class 1B material
MCM 30: Publication of policies prohibiting class 1A and class 1B material
Guidance on information to include:
Specify and provide an active link (or screenshot with location details) to all relevant terms and conditions, community standards and/or acceptable use policies, which make clear to end-users in Australia the broad categories of class 1A and class 1B material that are prohibited on the service.
Response
Click or tap here to enter text, or attach response as a separate document.
MCM 31 (Tier 1 only): Information explaining how Tier 1 social media services deal with class 1A and class 1B material
Guidance on information to include:
Specify and provide an active link (or screenshot with location details) to public information that explains the actions taken by the provider to reduce the risk of harm to end-users in Australia caused by the distribution of class 1A and class 1B material on its service.
Response
Click or tap here to enter text, or attach response as a separate document.


List of attachments referred to in responses
Click or tap here to enter text.
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