eSafety

Responding to
online satety incidents

If anything in this presentation causes distress,
you are free to leave the room and follow up with
the appropriate supervisor or support service.
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Setting the context

Report online harm

eSafety helps Australians prevent and deal with harm caused by serious online abuse or illegal and restricted online content.
International visitors to this website should seek help in their own country.

Poll and discussion questions
 Who thinks online safety should be taught in
schools? Why?/Why not?

 Has anyone responded to an online safety incident
at school in the last 12 months?

* Who knows about the eSafety Commissioner’s
reporting schemes?
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What you can report to eSafety

We can investigate cyberbullying of
children, adult cyber abuse, image-
based abuse (sharing, or threatening to
share, intimate images without the
consent of the person shown) and
illegal and restricted content.

LEARN MORE —

Staying Safe

=

What you need to know first

Learn how eSafety can help you deal
with different types of serious online
abuse or illegal and restricted content,
as well as the steps for reporting, how
to choose and fill out the right form and
what happens next.

LEARN MORE —

sk of harm call Triple (000)

Report now

Report a complaint about cyberbullying,
adult cyber abuse, image-based abuse
(sharing, or threatening to share,
intimate images without the consent of
the person shown) or illegal and
restricted online content

REPORT NOW —

Privacy

Check how eSafety deals with your
personal information, including the
type of information we may collect
and how we are allowed to use it to
manage your report.

PRIVACY POLICY —

esafety.gov.au




What are some of
our most common
online safety 1ssues
1n our school?

* Do you think these issues are different
in other schools?
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STATE oF
PLAY

Young people 8-17: Kids 8-12 yrs, Teens 13-17 yrs

Social exclusion
Threats and abuse
Damage to reputation

Fraud and viruses

Lack of consent

BUT

It's not aJ) bad news

in a positive way,

Managing a

NEGATIVE experience

24°/o

N
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Activity

 Each group has a scenario card that explains an
online safety incident.

 There are three prompt questions.

* In groups, we’ll look at three questions about
this scenario, and ways to respond.

* Groups will then present findings and share
some tips and strategies.

Important note
Some of the scenarios may raise issues that should be discussed

with a school leader, department/sector advisor or legal team.

eSafetyeducation
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What would you do first 1f
faced with this scenario?

Things to consider:

e |s the student at risk of harm and if so, who needs to
be notified?

« Have you consulted your school’s policies/procedures?
Who in the school leadership team needs to be notified?

 What’s the story behind the incident?
 Where is the content posted? How widely available is it?

 What might you see immediately?

 What might be long-term consequences for that student?

e Have the student’s vulnerabilities, needs, circumstances,
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What would you do first 1f
faced with this scenario?




Discussion

* Who agrees?

 Who would have done something different?
Why?

Important note
The student/s affected may experience anxiety, anger or distress.

It can be useful to involve a teacher or counsellor who the
student feels comfortable with to make the disclosure process “

easier. Throughout the process remember to remain calm,
reassuring and non-judgmental.
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How would you help
resolve the 1ssue?

Things to consider:

Can content be removed?

Is the student part of
the solution?

What does our student
wellbeing or acceptable
behaviour policy say?

Do all students feel safe
and supported?
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How would you help
to resolve the 1ssue?

Our group would...
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Discussion

Things to consider:

 Ensure all students feel safe and supported. Focus on
restoring relationships.

* Follow student wellbeing or acceptable behaviour policies.

e Address behaviours and provide education about acceptable
use and respectful online behaviour.

 Attempt to have content removed.

* Remember that there can be a fluid relationship

between the targeted person and the person accused
of the negative behaviour. Sometimes students move
from being the target to the instigator.

e Who agrees?

* Who would have done something different
and why?

e How would this work in our school?
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How to report

cyberbullying materia]

Who can report anc!) what n
Steps can they take ]

social media service

Collect evidence
Copy URLs or take
Screenshots of the Mmaterija|

| 4

Block
the person and
talk to SOMmeone

// - Yyou trust
Report jt &>
esafety.gov.au/report
If you are in immediate danger, caly 000 (triple zero)

If you need to talk to Someone, visjt kidshe
1800 55 1800, 24 hours a day 7 days a wee

Lpline.com.au or call them on

esafety.gov.ay

esafety.gov.au
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What can we learn from
this incident?

-

\ “
Things to consider: >
 What could I/we change to prevent something like this

from happening again?

 Is our record keeping adequate?
 Who was involved in the debrief? ?
 Has the behaviour stopped? ’ ’ | \ \
* Did we provide enough support? — B "

&> eSafetyeducation
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What can we learn
from this incident?

Our group would...
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Discussion

Things to consider:

* Who agrees?

I inci
@ Understang c'dents
. and assegg

Rea,
s:
Sure student,
s

Consi
id th
or the baey - Y
est intere ave done
the r

sts of .
the s ight thi
tuden thing p,
t/s ¥ reporting th
€ incid,
ent.

* Who
would h
ave do
* How wo ne something diff
u ld this W . ere nt an d esafety Respond: Resource 2 ; Ivoloeg
ork in our school why?

QuiCk Ieierence guide he confiic elp to reg, ial megj,
for responding to

. respo,
n
9 appropriate
e
y,

. . estoring re|.
. €lationgh;
O'ﬂhﬂe saf ely 1ncl ents S
viour, d provig, ensurin,
© education € all student,
about
acce,
pta

afe g,
ble use "d supporteq

ct and
" resDethul
ents. 1
Creating safer online en\l'\ror\ments o, e Paren
> unle ts/c.
@ arm, Ss there 4 ga"ers know th,

L 00d reasop n at there hy,

> their (g, ot to S been

it the elof m, nvolve an iss

m el g U Paren Ue ang
theij, Ly a ts/c explai,
d | respon, eir parent;d autonom, Carers, for exptam how th,
s (& a .
Y € and act; arers firg should pe mple bec, € issue
< fons take Consider, ause it
n. ed,

as well
as whether it
i

cidents. 't can be used

This resource includes 2 series of quick reference guides for respond'\ng to online safety in

nline incident assessment tool. For further information or supports refer t0 esaf
i ne safe incidents and Guide for res| ondin:

res| onding to serious onli

sector policies and procedures.

Disclaimer: This materialis geneet in nature. 1t 1S made avaitable o° e understanding that the Commonwealth i ot engaged I
relying on the material in any Mate . you shoul valuate its aceure currency, COMP!

professionat advice relevant © your pal Commonwealth 40¢¢ ot guarantee:
the accuracy: - etiabitity, curreney & completeness of 20 vaterial contained i this resource ©7 " any linked it References t0 Ot organis:
ieute endorseme™™

for convenience and do not cons'

esafety.gov.au

&> eSafetyeducation

esafety.gov.au



Educators

€ eSafetyCommissioner n SEARCH REPORT ABUSE >

eSafetyeducation

 What have you learnt today? it o & e >
assroom i —

A digital and social health resources
* Do we need to change any of our processes or S —— )

FIND OUT MORE 9 ¥ maintain safe anline environments ALL RESOURCES

policies?

e g . AR ©
Do we need more training in this area? uh

eSafety works with education \ guidance
departments across Austral lia

Trusted eSafety P ‘angsc i _eﬁ—m_ Training for
Provider Program professionals

Check out the eSafety website

E Helpful Links
and popular topics
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